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Abstract—Integrating OpenADR in smart grids enhances
demand-response but introduces cybersecurity risks that must
be addressed early in the planning phase. This paper presents a
cybersecurity risk assessment case study for Lnett, a Norwegian
DSO planning OpenADR implementation. Using a six-step,
lightweight method, we identified 10 key cybersecurity risks.
Stakeholder feedback highlighted the method’s structured ap-
proach, iterative process, and external expertise, while also noting
challenges in defining the analysis object and tracking documen-
tation. We derived six lessons and practical recommendations for
DSOs implementing OpenADR or similar protocols, contributing
to stronger cybersecurity resilience in demand-response systems
and informing future smart grid risk assessments.

Index Terms—cybersecurity risk assessment, smart grid re-
silience, OpenADR protocol, critical infrastructure security,
demand-response systems.

I. INTRODUCTION

The increasing reliance on digital technologies in modern
power grids introduces new cybersecurity challenges that
threaten operational reliability and security. As power grids
become more interconnected and automated, they evolve into
smart grids, which are attractive targets for cyber-attacks rang-
ing from data manipulation [1] to large-scale denial of service
attacks [2]. To facilitate grid flexibility and automate demand-
response, electricity distribution system operators (DSOs) im-
plement protocols such as Open Automated Demand Response
(OpenADR), which enable real-time energy management [3].
However, integrating OpenADR into smart grid operations
may introduce cybersecurity risks that need to be identified
and mitigated early in the smart grid planning phase.

This paper presents a cybersecurity risk assessment case
study of OpenADR within Lnett’s operational environment in
Southern Norway. Lnett, a DSO, aims to implement OpenADR
to enable demand-response flexibility for customers such as
Avinor, a state-owned airport operator. As the implementation
is still in the planning phase, Lnett seeks to identify cyber-
security risks early. However, assessing cybersecurity risks
introduced by active digital measures during grid planning is
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challenging, as planning occurs at a conceptual stage, often
years before implementation, and lacks concrete details on
digital components at this early phase. Traditional quantitative
risk assessment methods are impractical at this stage, as
they require detailed incident descriptions and precise risk
quantification. Instead, lightweight, qualitative risk assessment
approaches are needed to identify vulnerabilities and assess
their impact during the smart grid planning phase [4].

In previous work, we developed a lightweight, six-step
cybersecurity risk assessment method to help grid planners
assess cybersecurity risks during the smart grid planning
phase [4], which we also apply in the case study presented
in this paper. The goals of the case study are to:

« Identify cybersecurity risks related to OpenADR integra-

tion in the planned Lnett-Avinor solution.

o Assess the feasibility of our risk assessment method based

on stakeholder feedback.

o Derive lessons learned and provide practical recommen-

dations for OpenADR implementation in similar contexts.

Our study identifies 10 cybersecurity risks related to Ope-
nADR integration, presents stakeholder feedback on our
method’s effectiveness, highlighting strengths and areas for
improvement, and provides six practical recommendations for
DSOs and practitioners implementing OpenADR or similar
demand-response protocols in contexts similar to our study.

The remainder of the paper is structured as follows: Sec-
tion II outlines our risk assessment method and case study exe-
cution. Section III describes the case study context and target
of analysis. Section IV presents the identified cybersecurity
risks and stakeholder feedback. Section V discusses lessons
learned and practical recommendations. Section VI reviews
related work, and Section VII concludes the paper.

II. METHODOLOGY AND EXECUTION

In the following, we provide a brief description of the six
steps of our method. Additionally, for each step, we describe
the specific outputs relevant to the case study. For a detailed
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description of the method and the rationale behind each step,
we refer to our previous work in [4].

Step 1: Describe the target of analysis. This step defines the
scope and boundaries of the cyber risk assessment. High-level
graphical system diagrams are created to illustrate relevant
physical and digital components of the planned grid solution.
Section III describes in detail the context and target of analysis.

Step 2: Identify assets to protect. This step determines the
assets in the planned grid solution that require protection from
cyber risks. In the case study, our primary concern is cyber
risks that may compromise the reliability of electricity supply
in the grid with the planned solution. Thus, we want to protect
the smart grid from cyber risks such that electricity supply is
not disrupted or harmed. This means that our primary asset is
reliability of electricity supply for which we require protection,
and we want to identify cyber risks that may impact this asset.
All other relevant supporting assets, which—if compromised—
may impact our primary asset, are listed in the column What
assets does it harm? in Table IV.

Step 3: Define likelihood and consequence scales. This step
defines likelihood and consequence scales for cyber risks. A
frequency-based scale is used for likelihoods, while conse-
quences are described in terms of qualitative impact values.
For the case study, we defined together with the stakeholders
the likelihood scale in Table II, and the consequence scale
in Table III. Note that the consequence scale is defined for
the primary asset reliability of electricity supply. Additionally,
a risk evaluation matrix is created based on the defined
likelihood and consequence scales. This matrix determines
how different likelihood-consequence combinations map to
one of three risk levels: {High, Medium, Low} (see Fig. 2).
The risk levels were also defined together with stakeholders.
For example, if a risk is classified as Unlikely in likelihood but
has a Major consequence, the risk level is considered High.
In the case study, risks classified as High or Medium were
deemed unacceptable and required further evaluation for pos-
sible treatment, while Low risks were considered acceptable.

Step 4: Identify cyber risks. A structured brainstorming
session, including relevant stakeholders, is conducted to iden-
tify potential cyber risks. High-level risk tables are created
to list identified risks, their sources, and potential impacts.
Section IV-A describes all the risks identified in the case study,
while the high-level risk table is shown in Table IV.

Step 5: Estimate cyber risks. Identified risks are assessed
using the likelihood and consequence scales from Step 3,
based on expert judgment and additional resources such as
security reports and scientific literature. Section IV-A provides
a detailed description of the identified risks, including their
likelihood and consequence estimates, which were assessed in
collaboration with the stakeholders during the case study.

Step 6: Evaluate cyber risks. The risk evaluation matrix
defined in Step 3 is used to determine whether a risk is
acceptable or not. As explained in our previous work [4],
the evaluated cyber risks serve as input to a broader risk
assessment that considers additional factors, such as weather-
related risks. Risk treatments are addressed within this broader

assessment, typically conducted as part of grid planning, and
are therefore not considered as an explicit step in our method.

The case study was conducted over approximately seven
months, from February 3, 2024, to October 21, 2024. During
this period, we held seven meetings with the stakeholders, as
shown in Table I. The columns RA-Team, L-Team, A-Team,
and RA Step in Table I refer to participants from the Risk
Assessment Team (SINTEF), Lnett’s Team, Avinor’s Team,
and the Risk Assessment Step, respectively.

TABLE I
CASE STUDY EXECUTION MEETINGS

Date Duration RA-Team L-Team A-Team RA Step
03.04.2024 1 hour 3 Pts. 2 Pts. 1 Pts. Step 1
23.04.2024 1 hour 3 Pts. 3Pts. 1 Pts. Step 1
10.05.2024 2.5 hours 3 Pts. 4 Pts. 1 Pts. Step 1&2
12.06.2024 2 hours 3 Pts. 3 Pts. 3 Pts. Step 2&3
14.06.2024 4.5 hours 3 Pts. 6 Pts. 3 Pts. Step 4
05.09.2024 4 hours 3 Pts. 4 Pts. 1 Pts. Step 4&5
21.10.2024 2 hours 3 Pts. 3 Pts. 1 Pts. Step 6

These meetings were mainly used to discuss the progress of
the cyber risk assessment in relation to the steps in the method.
They also provided a platform for all teams to clarify and
confirm information regarding the target of analysis, identified
risks, risk estimates, etc.

Two of the meetings (June 14, 2024, and September 5,
2024) were half-day workshops where all teams participated
in brainstorming sessions to identify and estimate potential
cyber risks. These workshops brought together a diverse group
of participants: SINTEF contributed with two Senior Research
Scientists specializing in risk analysis and cybersecurity, along
with one Senior Research Scientist in energy systems. Lnett
was represented by one ICT Security Coordinator, one Power
System Analyst, two Solution Architects, and two Senior
Engineers. Avinor’s team included one Head of Aviation Data
Office, one Security Architect, and one IT Security Consultant.
This combination of IT and OT professionals facilitated a
comprehensive discussion on cybersecurity risks.

In terms of effort hours, the total time spent in meetings was
63.5 person hours. Additionally, the Risk Assessment Team
spent an estimated 22.5 hours preparing content and processing
new information before and after each meeting. Given seven
meetings (counting both phases), this accounts for 180 person
hours. Thus, the total person hours spent for the entire case
study execution was: 63.5 + 180 = 243.5 person hours.

III. CASE STUDY CONTEXT

Fig. 1 illustrates the planned solution for electricity demand-
response flexibility between Lnett and Avinor (target of anal-
ysis) in the case study. Lnett’s objectives include enhancing
electricity grid flexibility while ensuring cybersecurity and
operational continuity. Avinor is responsible for responding
to OpenADR signals they receive from Lnett to manage
energy loads at their facilities. Avinor’s role also includes



ensuring that incoming signals are authenticated and acted
upon without compromising critical airport operations. Third-
party technology providers are also part of the case study
context, but they are not named due to confidentiality reasons
and because they did not directly participate in the case
study. The third-party technology providers include a tool
provider and an IT infrastructure provider, which introduce
dependencies that must be considered in the risk assessment.

The stages outlined in the following paragraphs correspond
to the processes depicted in Fig. 1, focusing on the specific
case of communication between Lnett and Avinor using the
OpenADR protocol.

Stage 1: Defining signals. Supervisory Control and Data
Acquisition (SCADA) operators at Lnett define OpenADR
signals that include parameters such as setpoints, power levels,
and time intervals. These signals can be generated either
manually or automatically. Automatic generation relies on
measurements from the power grid, which flow from SCADA
to Lnett’s Supervisory Control System. While the current
solution involves data exchange with GridTools, a modular
decision support tool designed to improve the operation of
regional and local distribution grids, the long-term plan is for
automated input into the SCADA systems. GridTools enables
Lnett to forecast potential problems in the grid by using
flexible resources through its automated processes. Currently,
all incoming traffic to Lnett is filtered by their firewall.

Stage 2: Generating signals. Lnett’s Supervisory Control
System acts as a bridge between SCADA and Lnett’s server
hosted by the IT infrastructure provider. The server has the
OpenADR protocol installed and enables communication via
REST API. Although this setup is not yet implemented,
GridTools is a temporarily solution with the desired func-
tionality. In the planned setup, Lnett’s Supervisory Control
System generates OpenADR signals based on SCADA input
and predefined rules. Additionally, it can send warnings back
to SCADA if a customer fails to respond to a signal. The
intermediary system with GridTools compensates for missing
functionality in Lnett’s current SCADA setup.

Stage 3: Signal exchange with Avinor. Lnett’s server uses
a REST API with OpenADR to send the generated signals
over the open internet to Avinor’s Supervisory Control System.
Lnett expects one of three response types from Avinor: (a)
confirmation or rejection of load reduction, including potential
adjustments to power levels, (b) continuous updates during
the reduction process, (c) reports on actual power usage.
Lnett’s server processes Avinor’s responses, verifying their
correctness. If a rejection is received, the server forwards
the rejection to the SCADA operators, who re-evaluate the
response and adjust the signal for a new request iteration.

Stage 4: Signal reception and processing at Avinor. Avinor’s
Supervisory Control System receives signals and initiates
workflows. This system serves as a central information hub, in-
tegrating data from multiple components at Avinor’s facilities.
It features a dashboard for visualization and limited command
capabilities, such as forwarding commands to the Central
Operations System. An operations engineer must review the

signal and forward it to the Central Operations System without
altering it. The engineer can also define groups of energy
components to disconnect for reducing energy consumption.

Stage 5: Load Reduction. Based on received signals, Avi-
nor’s Central Operations System decides whether to reduce
load. The goal is to lower peak power usage in non-critical
systems such as ventilation, heating, and cooling. This process
helps optimize energy consumption and supports grid stability
during high-demand periods.

IV. RESULTS
A. Identified Cybersecurity Risks

This section presents the identified cybersecurity risks (R)
along with their assessed likelihood and consequences. The
likelihood and consequence scales used in the risk assessment
are in Table II and Table III, respectively. Fig. 2 illustrates the
risk evaluation matrix, which maps all identified risks based
on their likelihood and consequence values, categorizing them
into three risk levels: High, Medium, or Low. A high-level
summary of all identified risks is provided in Table IV.

TABLE 11
LIKELIHOOD SCALE

Likelihood Description Definition
Likely Two to five times per year [2, 5>: 1y
Possible Less than twice per year [0.5, 2>: 1y
Unlikely Less than once per two years [0, 0.5>: 1y

TABLE III
CONSEQUENCE SCALE FOR RELIABILITY OF ELECTRICITY SUPPLY

Consequence Description

Major Severe disruption with long-term consequences.
Moderate Significant but manageable disruption.
Minor Minimal disruption to grid operations.

R1: Communication interception and manipulation via Man-
in-the-Middle (MitM). MitM attacks are relatively common
and technically feasible given that the OpenADR signals are
transmitted over the “open Internet” and an open API is
used [1]. However, the use of HTTPS for end-to-end encryp-
tion reduces the likelihood, and the motivation for this type
of attack must be high. The likelihood is therefore assessed to
be unlikely. On the other hand, if such an attack is carried out
and succeeds, the consequences would be major because of
the potential for compromised data/signal integrity, breaches
of confidentiality, and operational disruptions.

R2: Distributed Denial-of-Service (DDoS) attack. DDoS
attacks are common and relatively easy to execute, with
such attacks even being purchasable from established hacker
networks [2]. The likelihood of this risk is therefore likely.
If such an attack occurs, the consequences would be major
as it disrupts communication and operations, which affects
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Fig. 1. Case study target of analysis (planned solution for electricity demand-response flexibility between Lnett and Avinor).

the overall reliability of Lnett’s OpenADR based demand-
response service. Prolonged unavailability of the demand-
response service could impact the security of electricity supply.
Additionally, the third-party tool provider or IT infrastructure
provider could also be a target of DDoS attacks, further
affecting Lnett’s demand-response service.

R3: Increased attack surface through SCADA Inter-
net/network integration. SCADA systems are known to have
vulnerabilities and are frequently targeted by attackers [5]. The
long-term plan involves the automatic flow of information into
SCADA from tools such as GridTools. This may increase the
attack surface, making the system more vulnerable to cyber
threats, raising the likelihood of this risk to possible [5]. If an
attack occurs, the consequences would be major, as it could
compromise safety and operational integrity, with the potential
for catastrophic impacts on both infrastructure and security.
To reduce the likelihood of compromise in future solutions,
communication must be secured, however, the consequences
will always remain high.

R4: Increased attack surface due to customer growth. The
likelihood of this risk increases with more customers and
connections, as a larger user base introduces complexity and
potential vulnerabilities. However, implementing and enforc-
ing appropriate measures can mitigate this risk, keeping the
likelihood at possible [6]. The consequence is moderate, as
added complexity does not necessarily lead to immediate or
severe impacts. This is because there are inherent limitations
to what an individual customer can do within the system
regarding OpenADR signals, and the attack surface does not
necessarily scale proportionally with the number of customers
(e.g., increasing from 10 to 100 customers).

R5: Unauthorized access and manipulation of OpenADR
signals via IT Infrastructure provider. If an attacker gains

unauthorized access to the Lnett server where the REST
API is implemented, OpenADR signals could be altered or
stopped, leading to major disruptions in the demand-response
service [7]. The third-party IT infrastructure provider is a
trusted partner of Lnett, with strong security routines and no
such incidents reported in the past, which keeps the likelihood
of this risk unlikely. However, the consequence of this risk is
major, as it could impact operational stability and create a
“single point of failure.” For instance, if Lnett’s server fails,
Avinor could lose part of its power supply, potentially leading
to severe consequences. This risk scales up if Lnett has a larger
customer base relying on the demand-response service.

R6: Manipulation of signal in transit. The likelihood of
manipulation of signals in transit is unlikely because end-
to-end encryption is used. However, advanced threats may
still be able to decrypt traffic and carry out MitM attacks
on encrypted communication [8]. Moreover, even without
decrypting the communication, attackers could infer sensitive
information through traffic analysis techniques, especially in
restricted application areas such as energy distribution [9].
While encryption provides end-to-end security, manipulation
remains possible before a signal is sent from the IT infras-
tructure provider to Lnett’s customers. If such manipulation
occurs, the consequences are major, because incorrect actions
resulting from manipulated signals could destabilize the se-
curity of electricity supply and lead to significant operational
and safety-related impacts.

R7: An insider threat at IT infrastructure provider sends
malicious signals to customers. The likelihood of this risk is
unlikely, depending on the IT infrastructure provider’s internal
security controls and employee practices. However, based on
a survey from 2024, insider threats pose significant challenges
for cyber-physical systems and 74% of organizations acknowl-
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Fig. 2. Risk evaluation matrix for the risks R1-R10.

edge an increase in insider attacks [10]. If malicious signals
are sent to Lnett’s customers, the consequences are major due
to significant operational disruptions and a potential loss of
trust, particularly if agreed load reductions are not imple-
mented. However, executing such an attack would require a
high level of domain knowledge. For instance, individuals
managing servers at the IT infrastructure provider may lack
understanding of the system’s operational context.

R8: Updates or upgrades cause system failures. The like-
lihood of this risk is likely because system failures due to
updates or upgrades have historically occurred regularly. This
is a common problem in smart grids [11]. The consequences
are moderate, as such disruptions are typically short-term and
lead to temporary service interruptions, but they could escalate
if multiple interdependent systems, including OpenADR, are
affected simultaneously. Lnett has experienced many instances
where upgrades or changes have caused unavailability and
errors, such as expired certificates leading to system failures.

R9: API tokens compromised. The likelihood of this risk
is possible, particularly if HTTPS is implemented but not
sufficiently secured [8], [12]. If OpenADR API tokens used for
identification are compromised, the consequences are major,
as unauthorized individuals could impersonate legitimate cus-
tomers, leading to breaches of confidentiality and operational
disruptions. When Lnett and a customer communicates for the
first time, a token is exchanged and remains valid as long as the
customer remains active. However, uncertainty exists regarding
token storage practices, including whether Lnett’s tokens are
unique to each customer or remain static. It is assumed that
the risk of an unauthorized individual impersonating Lnett is
higher than impersonating an individual customer.

R10: Intentional or unintentional attacks via API signals.
The likelihood of this risk is unlikely, provided the API content
is adequately validated [12]. If the API content is exploited
to perform attacks, the consequences could be moderate, due
to the potential for system compromise. Input validation of
JavaScript Object Notation (JSON) objects received by Lnett’s
API server is currently in place, helping to mitigate this risk.

B. Stakeholder Feedback

Stakeholders (Lnett and Avinor) viewed our method posi-
tively, noting that it resembled existing approaches but intro-
duced new perspectives to cybersecurity risks they had not
previously identified during the smart grid planning. They
appreciated the iterative process, which allowed for multiple
rounds of reflection. Compared to previous internal assess-

ments, the structured framework and documentation stood out
as beneficial to serve as input to broader risk assessments.

The risk assessment process yielded new insights that might
not have emerged otherwise. The stakeholders noted a higher
number of unacceptable risks than anticipated (see Fig. 2).
Additionally, they acknowledged that certain aspects of the
planned solution (see Fig. 1) had not been thoroughly eval-
uated beforehand, leading to a greater awareness of potential
vulnerabilities. Furthermore, they noted that the risk assess-
ment process encouraged them to reflect on and reevaluate
the cybersecurity and resilience of their planned solutions.

Some areas for improvement were highlighted, including the
need to define the analysis object more clearly before starting
the risk assessment. Participants noted that the context de-
scription had to be revisited and clarified during the meetings,
which caused some delays. This issue may have stemmed from
the uncertainties inherent in the smart grid planning phase.

The stakeholders emphasized the value of having outside
perspectives, particularly from those experienced in risk as-
sessment and management (i.e., the authors from SINTEF).
According to the stakeholders, this external expertise helped
identify risks and events that might otherwise have been over-
looked. Additionally, conducting the risk assessment during
the planning phase was an advantage, as it allowed for early
adjustments based on the findings.

In terms of documentation, the approach was considered fa-
miliar and practical, aligning with existing practices for assess-
ing likelihood and consequences of cybersecurity risks. How-
ever, the stakeholders noted challenges in tracking changes and
maintaining logs. They suggested that adding features such
as version history could enhance the ability to analyse risks
retrospectively. Despite these limitations, the documentation
style was regarded as suitable for ongoing use.

The resource use required for the process was acknowl-
edged as significant by the stakeholders, suggesting room for
optimization. Participants proposed involving fewer people in
each session and consolidating findings afterward. However,
they also recognized the benefit of having a diverse group,
as less engaged participants in initial discussions often con-
tributed valuable insights later in the process. This balance
between inclusivity and efficiency was highlighted as a key
consideration for future iterations.

The process was regarded as clear and easy to follow,
with well-explained steps and effective presentations. The
stakeholders expressed confidence in using the results, viewing
the assessment as a solid foundation for addressing cyber
risks related to electricity flexibility in future smart grids.
They found the results useful for tracking past cybersecurity
decisions, especially where previous assessments lacked docu-
mentation. Overall, the method was described as efficient and
thorough given its lightweight approach, with a preference for
longer, focused meetings over shorter sessions. Maintaining
a historical record of the analysis was considered to be
important, though participants acknowledged the challenges
of re-engaging with the risk assessment material after time
had passed.



TABLE IV

IDENTIFIED CYBERSECURITY RISKS (R). L = LIKELIHOOD. C = CONSEQUENCE. RL = RISK LEVEL.

How? What is the incident?

What assets does it harm?

What is the risk level?

R1

R2

R3

R4

R5

R6

R7

R8

R9

R10

An attacker intercepts and potentially alters commu-
nication between Lnett and Avinor via Man-in-the-
Middle (MitM) attack.

An attacker orchestrates a Distributed Denial of
Service (DDoS) attack to overwhelm Lnett’s servers
with traffic, causing a denial-of-service event.
Connecting the SCADA system to the network or
Lnett’s server introduces vulnerabilities that attack-
ers could exploit to compromise the SCADA system.
As Lnett scales its service to accommodate more
customers, the attack surface expands, potentially
introducing new vulnerabilities.

An attacker gains unauthorized access to Lnett’s API
server, potentially altering or stopping OpenADR
signals, leading to disruptions.

An attacker manipulates transmitted signals, leading
to incorrect actions by the demand-response service.
Insider threat at IT infrastructure provider disrupts
power consumption by sending malicious signals to
customers.

Updates or upgrades performed by IT infrastructure
provider or tool provider cause system failures.
Tokens used for identification in API messages may
be compromised, potentially allowing unauthorized
individuals to impersonate legitimate customers.
Intentional or unintentional attacks via OpenADR
API content (signals).

Integrity of OpenADR signals. Confiden-
tiality of communication. Security of in-
ternal systems.

Availability of communication infrastruc-
ture. Security of internal systems.

Integrity of SCADA data. Security of in-
ternal systems (e.g., SCADA, Supervisory
Control System).

Integrity and confidentiality of communi-
cation. Availability of communication in-
frastructure. Security of internal systems.
Integrity of OpenADR signals. Confiden-
tiality of communication. Availability of
communication infrastructure.

Integrity of OpenADR signals. Safety of
personnel and customers.

Integrity of OpenADR signals. Security of
internal systems. Trust in Lnett.

Availability of communication infrastruc-
ture. Operational continuity.
Confidentiality of communication. In-

tegrity of OpenADR signals.

Integrity of OpenADR signals. Security of
internal systems.

L: Unlikely. C: Major.
RL: High.

L: Likely. C: Major. RL:
High.

L: Possible. C: Major.
RL: High.

L: Possible. C: Moderate.
RL: Medium.

L: Unlikely. C: Major.
RL: High.

L: Unlikely. C: Major.
RL: High.
L: Unlikely. C: Major.
RL: High.

L: Likely. C: Moderate.
RL: High.
L: Possible. C: Major.
RL: High.

L: Unlikely. C: Moderate.
RL: Low.

V. LESSONS LEARNED AND RECOMMENDATIONS

Lesson 1: Harden SCADA integration through network
segmentation to reduce cybersecurity risks. One key finding
is that integrating OpenADR signals into SCADA expands
the attack surface, allowing attackers to laterally move from
external IT systems to SCADA and exploit vulnerabilities
(R3) [5]. To reduce the attack surface, network segmentation
can be used to isolate the OpenADR signals from general
IT networks [13]. This also helps protect against man-in-
the-middle attacks (R1) and signal manipulation (R6), as
attackers cannot move laterally from external interfaces into
SCADA [13]. However, network segmentation introduces la-
tency, potentially impacting the demand-response service’s
real-time communication. Thus, balancing network segmenta-
tion with performance is important to maintaining an efficient
OpenADR implementation.

Lesson 2: Strengthen credential and token management to
prevent impersonation attacks. A major risk in OpenADR-
based demand-response systems arises from compromised API
tokens (R9) and manipulation of signals (RS5). Strengthening
credential and token management requires frequent token
rotation, strong encryption [3], and secure storage (e.g., hard-
ware security modules) [14] for all OpenADR authentication
credentials and token exchanges. Relying only on HTTPS for
encryption is insufficient, as token compromise is still possible

even if HTTPS is implemented [8], [12]. The most severe case
occurs if an attacker obtains the token of a Distribution System
Operator (DSO), such as Lnett, allowing them to impersonate
the DSO and send false OpenADR signals to its customers.

Lesson 3: Adopt a balanced approach to logging and
monitoring by clearly defining stakeholder responsibilities.
Several high-impact risks, e.g., man-in-the-middle (R1) and
signal manipulation (R6), unauthorized access (R5) and insider
threats (R7), and compromised tokens (R9) and attacks via
API signals (R10) are detectable early via comprehensive
logging, log analysis, and monitoring [15]-[17]. This re-
quires collecting and analysing logs from OpenADR servers,
SCADA connections, and endpoints of customer and third-
party tool/IT-infrastructure providers for suspicious traffic pat-
terns or anomalies (see Fig. 1). However, this not a task
a DSO, such as Lnett, can handle alone, but it is rather a
shared responsibility among all stakeholders. In our case, this
includes Lnett, the [T-infrastructure provider, the tool provider,
as well as Avinor (the customer). Thus, clearly defining shared
responsibilities is critical to achieving a balanced and effective
approach to logging and monitoring.

Lesson 4: Implement rolling or phased updates to minimize
disruptions. Managing software updates in an OpenADR en-
vironment can be risk-prone (R8) if the entire system is taken
offline or updated on a large scale. To mitigate such risks,



rolling or phased updates must be implemented to address
the software update rollout problem as pointed out in RS.
Effective strategies include prioritizing updates based on sys-
tem sensitivity [11], dependency-aware scheduling to prevent
cascading failures [18], and real-time monitoring and fallback
mechanisms [19]. As in Lesson 3, this not a task a DSO can
handle alone, but it rather requires shared responsibility among
stakeholders. The tool provider and IT infrastructure provider
have a special responsibility to make sure updates do not cause
operational disruptions, as DSOs typically rely on third-party
solutions for tools and IT infrastructure.

Lesson 5: Plan for DDoS resistance to protect demand-
response continuity. OpenADR and similar demand-response
implementations in smart grids depend on continuous system
and network availability. Thus, Distributed Denial-of-Service
(DDoS) attacks (R2) pose a major risk because targeted
DDoS attacks on OpenADR servers (see Fig. 1) or other
infrastructure that OpenADR depends on can disrupt en-
ergy load balancing and degrade grid resilience. As shown
in Fig. 2, the risk R2 is ranked as the most critical risk
given its likelihood (Likely) and consequence (Major) values
compared to other identified risks in the case study. This
ranking reflects the fact that DDoS attacks are common, have
severe disruptive consequences, and are relatively easy to
execute [2]. To mitigate DDoS attacks, it is essential to plan
for DDoS resistance by implementing multi-layered DDoS
protections, such as cloud-based scrubbing [20], rate-limiting
and redundant communication paths [21].

Lesson 6: Establish a scalable onboarding process for new
customers to limit attack surface growth. As more customers
connect to a demand-response system, the attack surface
expands due to the increasing number of endpoints (R4).
To mitigate potential vulnerabilities at an early stage that
may arise from the expanded attack surface, it is important
to develop and implement consistent onboarding procedures
for each new customer [14]. These procedures help enforce
baseline security measures, e.g., correct firewall configurations
and secure token exchange (R9), and provide clear guidelines
on securely handling OpenADR signals.

VI. RELATED WORK

State-of-the-art decision support for cybersecurity is primar-
ily guided by risk management frameworks, most notably the
ISO standards [22] and the NIST frameworks [23]. The tra-
ditional risk analysis approaches often assume that the nature
and impact of the unwanted incidents are known, requiring
detailed and specific descriptions of unwanted incidents and
precise risk quantification.

We have in our earlier work [24], [25] developed customized
approaches to cybersecurity risk assessment of smart grids.
Given the early stages of the smart grid technologies and
lack of their operational experience, those studies focused
on vulnerabilities of the digitalized power grid, rather than
quantified risks. However, as risk level estimation was one of
our objectives in this study, the leveraged approach to risk
assessment [4] enabled us to both estimate risks and also to

semi-qualitatively express the risk levels. In that manner, we
were able to reflect the uncertainty of the estimates in the
granularity of the likelihood and consequence scales applied.

In terms of risk assessment for smart grids, a variety of
approaches exist. The main distinction between them is: quan-
titative approaches, approaches based on simulation or vir-
tualization, and high-level approaches. For example, Markov
decision process and Markov chains [26], as well as Bayesian
networks [27] support calculation of quantitative risk severity
levels. In contrast to our method, these approaches rely on
quantitative and probabilistic inputs, which are typically not
available during the smart grid planning phase.

An approach for migrating smart grid OT services to cloud
computing architectures based on security risk assessment is
proposed in [28], while [29] presents a method for assessing
cybersecurity risks and vulnerabilities in smart grids with
integrated solar photovoltaic. Both approaches share similar-
ities with our work, particularly in their use of high-level
graphical diagrams to describe the target of analysis. However,
unlike [28] and [29], which assess likelihoods solely through
qualitative descriptions, our approach use frequency intervals
in addition to qualitative likelihood assessments. While these
methods align with ours to some extent, they fundamentally
differ in their application domains and specific focus areas.

None of the related approaches mentioned above are tailored
to the smart grid planning phase. In contrast, our method
is specifically designed to assist grid planners in assessing
cybersecurity risks early in the planning process [4].

Several studies have explored potential cybersecurity risks
associated with the OpenADR protocol and its implementa-
tion, with discussions dating back to 2012 [30]. However,
research on industrial applications, such as in our case study,
remains limited. To the best of our knowledge, only one other
study is closely related to ours: [31] investigates OpenADR’s
role as an open, secure, two-way communication protocol
facilitating information exchange between electric vehicles
(EVs) and the electricity grid. It highlights OpenADR’s signif-
icance, together with other similar protocols, in balancing grid
supply and demand while addressing cybersecurity concerns
in the context of EV charging infrastructure. This study
and ours are complementary, as both assess cybersecurity
risks in OpenADR-enabled systems but in different domains.
While [31] focuses on EV charging, our study examines Ope-
nADR’s cybersecurity risks in a DSO-airport operator setting,
where demand-response signals affect critical infrastructure.

VII. CONCLUSION

We conducted a cybersecurity risk assessment case study
during the smart grid planning phase for Lnett, a DSO in
Southern Norway, as they planned to integrate OpenADR
to enable electricity flexibility for their customers. Assessing
cybersecurity risks during grid planning is challenging due
to its early, conceptual nature, making lightweight, qualitative
risk assessment methods more suitable than traditional quan-
titative approaches. To address this, we applied our previously
developed six-step cybersecurity risk assessment method [4].



The case study aimed to: (1) identify cybersecurity risks
related to OpenADR integration, (2) assess the feasibility of
our risk assessment method, and (3) derive lessons learned and
practical recommendations for DSOs and practitioners imple-
menting OpenADR or similar demand-response protocols in
contexts similar to our study.

We identified 10 key cybersecurity risks related to Ope-
nADR integration in the case study provided by Lnett. Stake-
holder feedback was positive, highlighting the value of the
structured method, iterative process, and external expertise.
The assessment revealed more unacceptable risks than ex-
pected, encouraging stakeholders to reflect on and reevaluate
the cybersecurity and resilience of their planned solutions.
Challenges included defining the analysis object clearly and
improving documentation tracking.

Finally, we derived six key lessons for OpenADR imple-
mentation, emphasizing SCADA integration through network
segmentation, credential and token management, logging and
monitoring, phased updates, DDoS resistance, and scalable
onboarding of new customers. Our findings contribute to
strengthening cybersecurity resilience in demand-response sys-
tems and smart grid planning.
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